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Abstract: Blockchain technology, with its decentralized and tamper-proof nature, has found 
potential applications beyond digital currencies. This paper focuses on building a carbon asset 
management platform based on FISCO BCOS, an enterprise-grade blockchain platform developed 
by the Chinese company FISCO. The steps involved in building this platform include defining the 
requirements, setting up the network, developing smart contracts, integrating with external systems, 
testing and deploying, and monitoring and maintaining the platform. By combining technical 
expertise and industry knowledge, this platform can effectively manage carbon assets, including 
tracking emissions data, managing offsets, and automating carbon accounting processes. The 
platform's potential impact is significant, as it could streamline the carbon asset management 
process, improve transparency, and help organizations meet their sustainability goals. Overall, this 
paper highlights the importance of leveraging blockchain technology to address pressing 
environmental challenges and the need for continued research in this area. 

1. Introduction 
To provide a comprehensive background for this research on FISCO BCOS, it is important to 

examine the current state of blockchain technology and its applications in various industries. 
Blockchain is a decentralized, digital ledger that records transactions in a secure and tamper-

proof manner. It consists of a chain of blocks, with each block containing a set of transactions [1] 
Each block in the chain is linked to the previous block through a cryptographic hash function, 

creating an unbroken chain of data. This makes it extremely difficult for anyone to alter any of the 
blocks without being detected, as any changes made to one block would require changes to all 
subsequent blocks [2]. 

The technology behind blockchain was first introduced as the basis for the cryptocurrency 
Bitcoin, but its potential applications extend far beyond just digital currencies. Blockchain can be 
used for a wide range of purposes, including supply chain management, voting systems, identity 
verification, and more [3]. 

Because it is decentralized, blockchain removes the need for intermediaries such as banks or 
governments to verify and record transactions. Instead, it relies on a network of users who 
collectively validate and store the digital ledger. This makes it a highly transparent and secure way 
to conduct transactions and exchange information [4]. 

FISCO BCOS is an enterprise-grade blockchain platform developed by the Chinese company 
FISCO (Financial Blockchain Shenzhen Consortium). It is designed to provide businesses and 
organizations with a secure and flexible way to build, deploy, and manage blockchain-based 
applications [5]. 

FISCO BCOS is based on a permissioned blockchain architecture, which means that access to 
the network is restricted only to authorized users. This makes it particularly well-suited for use 
cases where privacy and confidentiality are important, such as in financial transactions or supply 
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chain management [6]. 
One of the key features of FISCO BCOS is its modular architecture, which allows developers to 

customize the platform to meet their specific needs. This includes the ability to choose from a range 
of consensus algorithms, including PBFT (Practical Byzantine Fault Tolerance) and RAFT, as well 
as the option to incorporate smart contracts written in multiple programming languages [7]. 

FISCO BCOS also includes a number of built-in tools and services to help simplify the 
development and deployment process. These include an integrated development environment (IDE), 
a smart contract editor, and a monitoring and management dashboard [8]. 

Overall, FISCO BCOS is a powerful and versatile blockchain platform that offers businesses and 
organizations a secure and reliable way to leverage the benefits of blockchain technology [9]. 

Carbon asset management refers to the process of managing carbon assets, which are financial 
instruments that represent ownership or rights to emit a certain amount of greenhouse gases (GHGs) 
into the atmosphere [10]. 

Carbon asset management involves tracking and optimizing these assets to help organizations 
meet their emissions reduction goals and comply with regulatory requirements related to carbon 
emissions. This includes activities such as measuring, reporting, verifying, and offsetting emissions 
[11-13]. 

One of the primary tools for carbon asset management is carbon accounting, which involves 
quantifying an organization's carbon emissions and identifying opportunities to reduce them. This 
may include implementing energy efficiency measures, switching to renewable energy sources, or 
investing in carbon offsets [14-16]. 

Carbon offsets are another important component of carbon asset management. They allow 
organizations to offset their carbon emissions by investing in projects that reduce GHG emissions 
elsewhere, such as reforestation or renewable energy projects. By purchasing carbon offsets, 
organizations can effectively balance out their carbon footprint and demonstrate their commitment 
to sustainability [17,18]. 

Overall, this article examines the potential of using FISCO BCOS platform for carbon asset 
management. It discusses the platform's modular structure, permissioned blockchain architecture, 
and built-in tools. Effective carbon asset management is crucial for organizations looking to reduce 
their environmental impact and demonstrate commitment to sustainability. The FISCO BCOS 
platform has the capability to track, optimize, and offset carbon emissions, making it a valuable 
solution for promoting sustainable development. Furthermore, this article provides useful insights 
and references for professionals involved in carbon asset management while also advancing 
research and practice in this area. [19,20]. 

2. Related work 
A consortium chain is a type of blockchain network that is designed to be used by a group of 

organizations with shared interests or goals. Unlike public blockchain networks, which are open to 
anyone, consortium chains are permissioned, meaning that access to the network is restricted to 
authorized users. [21,22] 

The main technologies used in consortium chains include: 
Consensus algorithms: These are used to ensure that all nodes in the network agree on the 

current state of the blockchain. In consortium chains, consensus algorithms are typically designed to 
prioritize efficiency and scalability, since they are intended for use in enterprise settings. Common 
consensus algorithms used in consortium chains include Practical Byzantine Fault Tolerance (PBFT) 
and Proof of Authority (PoA). 

Smart contracts: These are self-executing programs that automatically execute the terms of an 
agreement when certain conditions are met. In consortium chains, smart contracts are often used to 
automate business processes and reduce the need for intermediaries. 

Distributed ledger technology (DLT): This is the underlying technology that powers blockchain 
networks. DLT refers to a distributed database that is replicated across multiple nodes in a network, 
making it highly secure and resistant to tampering. [23] 
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Identity management systems: These are used to manage user identities and permissions within 
the network. In consortium chains, identity management systems are important for ensuring that 
only authorized users are able to access sensitive information and perform transactions on the 
network. 

Interoperability protocols: These are used to enable communication between different blockchain 
networks. In consortium chains, interoperability is important for enabling collaboration between 
different organizations and facilitating cross-border transactions. 

Overall, as shown in Table 1, the main technologies used in consortium chains are designed to 
provide a secure and efficient way for groups of organizations to collaborate and share information. 
By leveraging blockchain technology, consortium chains offer a high degree of transparency and 
immutability, making them well-suited for use in a wide range of enterprise applications.[24,25] 

Table 1 Comparing the main technologies used in consortium blockchains 
Technology Public Blockchain Consortium Blockchain 

Consensus Algorithm Proof of Work (PoW), Proof of Stake (PoS), 
Delegated Proof of Stake (DPoS) 

Practical Byzantine Fault Tolerance 
(PBFT), Proof of Authority (PoA) 

Smart Contracts Complex and customizable Limited functionality and 
customization 

Permission Public access, anyone can participate Restricted access, limited to 
authorized users 

Identity Management Anonymous or pseudonymous Controlled identity management, 
specific permissions 

Interoperability Little to no interoperability between 
different chains 

Higher degree of interoperability 
between different chains 

Here is a comparison of several methods of carbon asset management: 
Carbon Offsets: This method involves investing in projects that reduce greenhouse gas (GHG) 

emissions, such as renewable energy and reforestation projects. Carbon offsets provide a way for 
organizations to balance out their own emissions by supporting GHG-reducing activities elsewhere. 
One disadvantage of this method is that the impact of the investments may not always be fully 
verifiable or transparent. 

Cap-and-Trade: Under a cap-and-trade system, governments set a limit on the total amount of 
GHG emissions that are allowed within a certain jurisdiction or industry sector. Companies are then 
given allowances that allow them to emit a certain amount of GHGs. If a company emits less than 
its allowance, it can sell excess allowances to other companies. One disadvantage of cap-and-trade 
is that it can be difficult to set an appropriate cap that balances environmental concerns with 
economic growth. 

Carbon Tax: A carbon tax is a fee levied on the carbon content of fossil fuels, with the goal of 
encouraging individuals and businesses to reduce their consumption of these fuels. The revenue 
generated from the tax can be used to support climate-friendly initiatives. One disadvantage of 
carbon taxes is that they can be politically challenging to implement, as they can be seen as a 
burden on businesses and consumers. 

Blockchain-based Carbon Asset Management: This method involves tracking and verifying 
carbon assets using blockchain technology. By leveraging the transparency and immutability of the 
blockchain, this method provides a secure and accurate way to track and manage carbon assets. 
However, the initial investment required to build and deploy a blockchain-based carbon asset 
management system can be significant. 

Overall, as shown in Table 2, each method of carbon asset management has its own advantages 
and disadvantages. Organizations looking to manage their carbon assets should carefully consider 
their specific goals, resources, and constraints when selecting a method to use. 
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Table 2 Comparing several methods of carbon asset management. 
Method Advantages Disadvantages 

Carbon Offsets 
Provides a way for organizations to balance out 
their own emissions, supports GHG-reducing 

activities elsewhere 

The impact of investments may not 
always be fully verifiable or 

transparent 

Cap-and-Trade 
Provides an incentive for companies to reduce 
their emissions, allows for flexibility in how 

emissions reductions are achieved 

Can be challenging to set an 
appropriate cap that balances 
environmental concerns with 

economic growth 

Carbon Tax 
Provides a clear price signal for carbon emissions, 

generates revenue that can support climate-
friendly initiatives 

Can be politically challenging to 
implement, can be seen as a burden on 

businesses and consumers 
Blockchain-based 

Carbon Asset 
Management 

Provides a secure and accurate way to track and 
manage carbon assets, leverages the transparency 

and immutability of blockchain technology 

Initial investment required to build and 
deploy a blockchain-based system can 

be significant 

3. Blockchain System Design 
The design process for blockchain-based web applications typically involves the following steps: 
Define the Problem: Identify the problem that the application will solve and determine what 

benefits blockchain technology can provide. 
Choose a Blockchain Platform: Select a blockchain platform that best suits the needs of the 

application. Consider factors such as scalability, performance, security, consensus mechanism, and 
development tools. 

Table 3 Design features of a blockchain-based web application. 
Feature Description 

Decentralization The application is powered by a decentralized network of nodes rather than a 
centralized server. This provides greater security, immutability, and transparency. 

Smart Contracts 
The application uses smart contracts to define the business logic of the application. 
These contracts are self-executing and enforceable, allowing for secure and automated 
transactions. 

Consensus 
Mechanism 

The application uses a consensus mechanism to ensure that all nodes in the network 
agree on the current state of the blockchain. Popular consensus mechanisms include 
Proof of Work (PoW), Proof of Stake (PoS), and Practical Byzantine Fault Tolerance 
(PBFT). 

Transparent Ledger 
The blockchain maintains a transparent and tamper-proof ledger of all transactions and 
data stored on the network. All users can view this ledger, providing greater 
transparency and accountability. 

Cryptographic 
Security 

The application uses cryptography to secure transactions and data on the blockchain. 
This includes encryption, digital signatures, and hash functions. 

Token Economy 
The application may incorporate a token economy, where tokens are used as a currency 
or utility within the system. This can provide incentives for users to participate in the 
network and help drive adoption of the application. 

Interoperability The application may support interoperability with other blockchain networks or external 
systems, allowing for greater flexibility and integration in enterprise settings. 

Develop Smart Contracts: Write smart contracts that define the business logic of the application. 
This involves determining the data structures, algorithms, and rules that govern the interactions 
between users and the blockchain. 

Build a User Interface: Design a user interface that allows users to interact with the smart 
contracts and access the data stored on the blockchain. The user interface should be intuitive, 
responsive, and easy to use. 

Integrate with External Systems: Integrate the blockchain-based web application with external 
systems such as databases, APIs, and other web services. This allows the application to interact with 
data sources outside of the blockchain network. 
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Test and Deploy: Thoroughly test the application to ensure that it operates as expected and is 
secure. Once testing is complete, deploy the application to the production environment. 

Monitor and Maintain: After deployment, monitor the application to ensure that it is functioning 
correctly and promptly address any issues that arise. As the blockchain ecosystem evolves, consider 
updating the application to take advantage of new features and capabilities. 

Overall, as shown in Table 3, designing a blockchain-based web application involves a 
combination of technical expertise, industry knowledge, and careful planning and execution. By 
following these steps, developers can create powerful and effective applications that leverage the 
benefits of blockchain technology to solve real-world problems. 

4. Blockchain Carbon Asset Management System Design 
A framework for carbon management typically includes the following components:[25] 
Carbon Footprint Assessment: Identifying and measuring an organization's greenhouse gas 

emissions from all sources, including direct (e.g., fuel combustion) and indirect (e.g., purchased 
electricity) emissions. 

Target Setting: Establishing clear and measurable goals or targets for reducing greenhouse gas 
emissions, often using science-based criteria and/or in line with national or international climate 
goals. 

Strategy Development: Developing a comprehensive plan or strategy that outlines actions to 
reduce emissions across the organization, including energy efficiency improvements, renewable 
energy procurement, supply chain engagement, and other measures. 

Implementation: Putting the strategies into action through various initiatives, such as energy-
efficient equipment upgrades, transportation optimization, and low-carbon procurement policies. 

Monitoring and Reporting: Tracking progress towards meeting emissions reduction targets and 
regularly reporting results to stakeholders, internally and externally. 

Continuous Improvement: Reviewing and updating the carbon management framework regularly 
to improve effectiveness, enhance performance, and incorporate new findings and best practices. 

The implementation steps of carbon resource management typically include: 
Establishing a Carbon Management Team: This involves assembling a team responsible for 

developing and implementing the framework, including representatives from different areas of the 
organization. 

Conducting a Carbon Footprint Assessment: This involves identifying and measuring all 
greenhouse gas emissions associated with the organization's operations, such as energy use, 
transportation, procurement, and disposal. 

Setting Emissions Reduction Targets: Based on the results of the carbon footprint assessment, 
organizations can set realistic targets for reducing their greenhouse gas emissions over time. 

Developing a Carbon Management Plan: This plan outlines specific actions to be taken to 
achieve the emissions reduction targets, along with timelines, responsibilities, and resources 
required. 

Implementing the Plan: This involves carrying out the various initiatives identified in the plan, 
which may include energy efficiency improvements, renewable energy procurement, supply chain 
engagement, and other measures. 

Monitoring and Reporting Progress: To ensure the effectiveness of the plan, progress towards 
meeting the emissions reduction targets should be monitored regularly, and results should be 
reported to stakeholders. 

Continuously Improving: It is important to review and update the carbon management 
framework regularly to improve effectiveness, enhance performance, and incorporate new findings 
and best practices. 

5. Result 
We present Table 4 summarizing the main functions of carbon management: 
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Table 4 Design features of a blockchain-based web application. 
Function Description 

Measuring and 
Reporting GHG 

Emissions 

Identify and quantify all sources of greenhouse gas emissions associated with an 
organization's operations, products, and services. 

Setting Emissions 
Reduction Targets 

Establish targets for reducing greenhouse gas emissions over time, often in line with 
science-based criteria or national and international climate goals. 

Developing a Carbon 
Management Strategy 

Outline specific actions to be taken to achieve emissions reduction targets, such as 
energy efficiency improvements, renewable energy procurement, supply chain 

engagement, and other measures. 
Implementing the 

Carbon Management 
Plan 

Carry out the various initiatives identified in the plan, which may include energy 
efficiency improvements, renewable energy procurement, supply chain engagement, 

and other measures. 
Monitoring and 

Reporting Progress 
Regularly monitor progress towards meeting emissions reduction targets and report 

results to stakeholders, both internally and externally. 
Continuous 

Improvement 
Review and update the carbon management framework regularly to ensure its 

effectiveness, enhance performance, and incorporate new findings and best practices. 

6. Conclusion 
This paper proposes a method for managing carbon assets based on blockchain. Firstly, a high-

security level blockchain system is built based on FISCO BCOS to provide secure traceability and 
certification. Secondly, a visualization middleware is built based on WeBase to manage carbon 
assets, achieving visualized management and monitoring. Finally, a series of smart contracts are 
developed based on Solidity and deployed on the blockchain to achieve automatic triggering and 
intelligent business operations. The blockchain-based carbon asset management system proposed in 
this article can be used by energy-consuming businesses for internal carbon asset management, 
achieving sustainable energy development. 
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